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90 Points of Failure
Are you ready to survive
By Nancy Dewitz

A bit about me and how we 
got here

 Almost 30 years
 Different prospective
 Discoveries
 Understanding through stories (horror)

Are there really that 
many?

I have identified over 90 of them.
If even one fails……
What is YOUR tolerance to downtime?

Point of Failure

 What is a point of failure
 Anything electronic within your business that can 

interrupt your daily transactional function that 
does not have a replacement is a “point of 
failure”

 Can it affect the following?
 Patient care transaction
 Dollar transaction
 It is a Point of Failure if you answered yes to either
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Sample Inventory Budget? Mmm!

 Evaluate each piece of infrastructure

 “Can I be without?” & “How long?” +
 “How many people does it affect?” +

=Down Time Tolerance

 The answers to this question help 
determine your budget.

Determining POF’s

 IT (Information Technology)  What is IT?
 All items that are electronically driven and handle 

data are included in IT.  Make a list.
 Data Server and workstations
 Credit card machine
 Tablet pc, IPad, IPhone
 Digital X-ray
 Cameras
 Educational displays
 And so on and so on……. Oh how I could go on!! 

IT Universe
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Getting started, categorize

 Servers
Workstations
 Software
 Printers
 Peripheral devices
Cabling
 Backup devices
 Security Devices
 Educational Devices

How many are on your list?

 How many are on your list
 How many can you find in your practice?
 Start a list as we continue today
 Keep a running list handy
Work with your IT group

Let’s break it down

Primary Server
Hard Drives….
Power supplies
Network card

Terminal Server
Hard Drive
Power supply
Network card

Additional thoughts
 Desktop workstations
 Tablet PC workstations
 X-ray station
 Peripherals
 Bar code readers
 Signature pads

Credit card machines
Printers – Laser, label, color
Managed print printers 
Lab Equipment
Security cameras
Phone System
>>>>>>>>>>>>>> 
You are getting the idea….
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Well we have a list, now 
what?

 Assign a value to all your pieces
 How much does it cost the business if it fails?
 This can be in dollars or lost efficiency
What can be done to prevent the failure?
What can be done to prevent extended 

downtime?
What is Redundancy…………?

Start by taking the list apart

 Decide what is at the top of the list
Generally, you will find the server

 Lets discuss what can be done..

Redundancy –Dictionary 
Defines

 noun, plural-cies. 1. the state of being 
redundant. 2. superfluous repetition or 
overlapping, esp. of words. 3. a 
redundant thing, part, or amount; 
superfluity. 4. the provision of additional 
or duplicate systems, equipment, etc., 
that function in case an operating part 
or system fails, as in a spacecraft.

Redundancy-Simply Stated

 Redundancy is the ability to have something to 
replace a failure.

 Automatic – designed to, without human 
intervention, take over for the failed piece of 
equipment.  For example, multiple hard drives in 
a system can take over for a failed drive.  If you 
have multiple servers, one can take over for the 
other. This will keep you up and running when it is 
crucial. 

 Manual-designed to need human intervention for 
replacement of failed equipment. For example, 
extra printer in the back room. 
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IT Redundancy Proactive Approach

What can we do for the following…

 Server 
Workstations
 Printers
 Switches, routers, modems
 Battery Backup (have you tested yours lately?)

Server and Workstations

What can fail…
 Hard Drive
 Power Supply
 Network Card
Main system board
What is RAID (redundant array of 
independent disks

Sneaky issues, creeping in

 Power issues – major culprit – is it just the server?

 Thing of the Chinese water torture, drip, drip, 
drip……

 Even a rock can’t hold up to that.
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Consider the cloud

What is cloud computing vs cloud 
backup

What is the risk vs the reward
 Is your infrastructure in your area ready 

for this move.
Many new items to consider.

Does Price Matter?

Workstations come in a large price range
What to consider when purchasing 

workstations
What is the primary role
 Remember Down Time Tolerance

 They don’t tell you that yesterday was their last day.

These are IT also, do you 
have some?

 Network Switch
 Router
Modems
 ISP
 Phone systems

You must feed them

 Printers – duplicate/spare
 Ink on the shelf
 Power issues to be aware of
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A few more for your list

 Digital X-Ray
 Dental station
 Electronic monitoring 
 Nuisance items

 Signature capture devices, bar code readers, 
cameras, internet filters, battery backup units, 

Data Protection

 Protecting your data in the event of 
failure is of top importance.  While the 
ultimate is a complete duplication of 
your data off site, it is not realistic.

Consider categorization to help prioritize 
what to pay for off site and what to 
backup on site.

Power protection

 Battery Backup – have you tested yours
 Surge strip
 Battery Backup
 Line Conditioner

 Electrician tested

Proactive monitoring

 Many pieces of equipment within the 
practice can be monitored.

 If proactive maintenance is provided on a 
regular basis, you are less likely to experience 
a problem that will be catastrophic.

 Is data backup happening where and when 
it should?

 Are all virus / spam software up to date, 
have all patches been applied, are 
computers running properly…….and so on….
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List created

 There are many ways to build 
redundancy into your infrastructure for 
your business.

 Your down time tolerance will be a 
determining factor in this infrastructure 
and its contents.

 If you require little or no down time, your 
build will be much different than the 
business that can handle 48 hours down.  

Questions

 Thank you very much for your time 
today. I am happy to answer as many 
questions as we have time for.


